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A strong robust multi level database image watermark
embedding scheme based on the Chinese remainder theorem

GENG Huizheng, GUO Sixu, LIU Yingqing, SU Li, HE Shen
China Mobile Communications Corporation Research Institute, Beijing 100053, China

Abstract: With data gradually becoming a form of asset for enterprises, structured data is increasingly being shared
both internally and externally to better leverage its value and avoid data silos. However, due to the fact that most exist-
ing digital watermarking schemes can only add watermark information once, repeated additions will overwrite the
original watermark information, making it impossible to achieve multi-level traceability of data. In response to the
above issues, a multi-level database image watermark embedding scheme based on the Chinese remainder theorem
(MIWC) was proposed. This scheme used image watermarking as a carrier, preprocesses the image through Harr

wavelet transform, Bloom filter and other methods to form pixel Bloom filter, and secretly segmented the watermark
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information according to the properties of the Chinese remainder theorem. The watermark information could be added

step by step in a hierarchical manner, achieving the recording and traceability of the entire data flow chain. Functional

analysis proves that the solution has the ability to embed multi-level watermarks that existing solutions do not have,

and has high practical application value. Experimental results have shown that this scheme has reversibility and high

efficiency in embedding and extracting watermarks. At the same time, the scheme has strong robustness, it can resist

attacks against watermarks.

Key words: database watermark, data traceability, Chinese remainder theorem, Harr wavelet transform
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function encode watermark(DB, watermark
info, N, L, M, S, k):

encoded watermark = encode(watermark info)

watermark shares=chinese remainder_the-
orem_ share(encoded watermark, N, L)

if DB has primary key(data): P = get pri-
mary_key(data)

else: P = construct unique_attribute set(data)

HMAC values = calculate_hmac(P, k)

for i from 0 to MN-1:

group_index = hmac_values[i] % (MN)
if ( % N) == 0: pseudo_data= construct
pseudo_data(data, i, M, S, watermark shares
[i // N])

return processed data

function construct pseudo_data(data, i, M, S,
watermark share):

pseudo_record = create_new_record()

pseudo_record.P_last digit=1i

for j from 0 to S-1:
ifj==(0{%JS):
pseudo_record. numeric_attribute[;] =set_Isb
(pseudo_record. numeric_attribute[/], water-
mark_share)
else: pseudo record. numeric_attribute[j] =
set_Isb(pseudo record. numeric_attribute[/],
%)
pseudo_record. other fields = generate ran-
dom_fields(data.T)
return pseudo_record
data_with_watermarkl = encode watermark
(DO1, data, watermark _infol, N, L, M, S, k)
data_with_watermark2=encode watermark
(DO2,data_with watermarkl,
watermark info2, N, L, M, S, k2)
insert data with watermarkl, data with wa-
termark?2 into DB
return DB*
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function group and extract watermark
(DB*, k, N, L):
watermark bits =[]
group_size = len(DB*)
for i in range(N):
group = DBJ[i * group size: (i + 1) *
group_size]
group_bits =[]
for row in group:
dentifier last bit =row[0] & 1
group number last bit=i & 1
condition met = (identifier last bit ==
group number last bit) )

if condition_met:

bit_to_extract =row[k] & (1 <<L)-1)
group_bits.append(bit_to_extract)
watermark bits.append(group_bits)
watermark fragments = []
for bits in watermark_bits:
most_frequent_bit = find_most_frequent
(bits)
watermark fragments. append(most_fre-
quent_bit)
BL = reassemble watermark(watermark
fragments)
image size = extract image size(BL)
image = create_blank image(image size)
for x in range(image_size.width):
for y in range(image_size.height):
coordinate_hash = hash_coordinate
(x, )
if bloom filter test(BL,
nate_hash):

coordi-

image.set_pixel(x, y, BLACK)
return IMAGE
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city_id|province_id|starttinehh|service_id|subservice_id|app_server_ip|
0851851/2023103105/01/00002 | 180. 76. 76. 76202/ 146 | [1/0[0/0l0[0[0/0/0]0
0851851/2023103105/01 /00002 211. 139. 5. 27[76770| 18894/ | [ 133[0/0[0/0[0]0
0851/851/2023103105/01 00002 | 211. 139. 5. 28912800/ | [10/0/0[0[0|0[0]00]
0851/851/2023103105/01 00002 | 2409:806A: 2010:0000:0000: 0000:0000: 0001 | 36
0851/851/2023103105/01 00002 | 2409:806A:2010:0000:0000:0000:0000: 0002 13
0851/851/2023103105/01/00005 1. 0. 0. 11508387/ | [4/0[0/0l0l0lolol0lol0[0]
0851/851/2023103105/01/00005|1. 1. 1. 101083 | |8[0/0[0[0/o[0lo[00[0l0|0
0851851(2023103105/01 00005 1. 13. 155. 223|1144| 2423|2423 1144(3|3(3[1]1
0851 /851/2023103105(01/00005 | 1. 189. 232. 50521 589|589 521 [1/1|1/1|75012
0851/851/2023103105/01/0000510. 100. 143. 197[0/79( | [1]0l0[0lol0lolol0l0]
0851/851/2023103105/01 00005 10. 117. 0. 159|0/ 768/ | | 1]0/0/0[0/0]00[0/0]0
0851/851/2023103105/01 00005 10. 140. 0. 71[0|172| | [1[0/0[0|0lo[0fo[0l0[0]
0851/851/2023103105|01 /00005 10. 48. 168. 147|0/1794| | [1/0[0[0|0[0(0|0/0|0
0851/851/2023103105/01/0000510. 88. 11. 125/0[ 2233/ | [1]0/0[0l0olo[0/0[0}
0851/851/2023103105/01/00005 | 101. 133. 143. 203| 1066006 | 34770/34770 106600
0851851/2023103105/01 00005 | 101. 133. 229. 10416031581 | | [1]1/1]1(56099|
0851/851/2023103105/01 00005 | 101. 226. 142. 111|34119(67957 |67957|34119| 1|
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